HAUBOJIEE PACHPOCTPAHEHHBIE CIIOCOBbI XUIIEHUSA
NUMYIECTBA HYTEM MOJJUOUKAIINU KOMIIBIOTEPHOU
NHOOPMAIINU

(ungpopmayus npeocmasnena I poonenckum medxcpauonuvim omoeiom CredcmeenHo2o Komumema
Pecnybnuxu bBenapyce (nucoma om 07.04.2025 Ne 5-4/19-25-0600 u om 11.04.2025 Ne 5-4/19-25-0668))

1. OO0MaH moTepmeBIIEro MO MPELJIOrOM NPOJAAKH _Bellleii HA MHTEPHET-
IUIOLIA/IKe.

Ha TOproBbIx MHTEPHET-IUIOMIAKAX IPABOHAPYIIUTENb HAXOAUT OObBIBICHUE,
pa3MEIICHHOE II0Jb30BaTeIEM O NPOAAKE KAKOro-Iub0o HUMYIIECTBa, IMOCIE YEro B
Pa3IMYHBIX MECCEHKEPAX MUILIET JAHHOMY IOJIb30BATENI0 O TOM, YTO XOUYET NMPUOOPECTH
€ro MMYIIECTBO, YKa3aHHOE B OOBSBICHUU, OAHAKO IO PA3JIMYHBIM MPUYMHAM HE HUMEET
BO3MOXHOCTH JIMYHO 3a HUM mnpuexatb. OH mpeasaraeT NPOU3BECTH OIUIATy IyTEM
MepeBo/ia JCHEKHBIX CPEJICTB Ha OaHKOBCKYIO IUIaTeXHYyK0 KapTouky (manee — BIIK)
MOJIB30BATENsI U MOCJHE TOro, KaK OH COIVIAIIAETCs, BBICBLJIAET B €r0 aJpec CChUIKY C
¢bummHroBor (NMOAAENBHOM) CTpaHULIEH caliTa OINpeNeIeHHOro OAHKOBCKOTO WM HHOTO
yUpexKICHUS (CTpaHUIIA MOXKET ObITh BU3YaJIbHO CXO0XKa CO CTPAHMIICH MHTEPHET-OaHKUHTA
Y OTJIMYATHCS TOJIBKO CUMBOJIOM B aJIpECHOM CTPOKE TOMEHHOTO UMEHHU caiita). Ilepexons
[0 YKa3aHHOM CCBhUIKE, MOJb30BaTellb HE 3aMEYaeT, YTO HAXOJUTCS Ha MOJJIEIbHOU
CTpaHMIIC HHTEPHET-0aHKUHTA. B OTKpBIBIIEMCSI OKHE Ha YKA3aHHOM CalTe IMOJIb30BATENIO,
KaK MpaBUIIO, MpeJiaraeTcsi BBeCTU cBoM pekBu3uThl BIIK, 1orvH u nmaponb OT UHTEpHET-
OaHkuHra JUOO MACHOpPTHBIE JaHHBIE, a TaKXke KoJ u3 cMmc-cooOmienus. [locne BBona
yKa3aHHOW MH(pOpPMALUU TOJIH30BATENII0 cOOOIaeTcss 00 omuoKke U0 HEBO3MOKHOCTHU
COBEPIIUTH TUIATEK. B 3TO Bpems BCIO BBEACHHYIO MH(POPMAIIMIO BUIUT 3JI0YMBIILICHHUK
W BBOJUT HA JEHCTBUTEIHLHOM caiiTe OaHKa WM WHOM pecypce, Mojyyas TEM CambIM
JOCTYIl K JCHEXKHBIM CpeACTBaM JKEPTBBI U coBepimas ux xuieHue. [Iposens
HECAaHKIIMOHUPOBAHHYIO OMEPAIMIO TI0 TIEPEBOY JEHEXKHBIX CPEICTB, MPABOHAPYIIUTENb
HEPEIKO COOOIIAeT IOJIb30BATEII0, YTO IO TEXHHYECKUM IPUYMHAM HE MOXET ee
OCYIIECTBUTh, M TIPOCHT IIOBTOPUTH JEUCTBHUS C KAKOW-TO JPYroM KapTOYKOU
(POACTBEHHUKOB MJIM 3HAKOMBIX ).

2. O0MaH_TiomepeBHIEro MO _NPENJIOrOM TOKYNKH _Bellleli _HA _WHTEpPHeT-
IUIOIIA/IKeE.

Ha TOproBpIX HMHTEPHET-IJIOIIAAKAX 3JOYMBIIUICHHUK pPa3MENIAeT OObSIBICHUE O
NpOoJake Kakoro-aubo UMYIIECTBa, TMOJIB3YIOIIErocs CIPOCOM, U IpPeIHAMEPEHHO
yCTaHABIMBaeT IIeHy HmkKe pbiHOUHOW. [lonp3oBarenu, yBHUIEBIIME YKa3aHHOE
00BsIBIICHUE, MUIIYT JIMILY, €r0 Pa3MECTUBLIEMY, U B XOJI€ MEPEMHUCKU 3JI0YMBIIUICHHUK
COOOIIAeT, YTO HE MMEET BO3MOKHOCTH JIMYHO BCTPETUTHCS AJISl MEpeAaud WMYIIEeCTBa,
npeiaraeT BOCHOJB30BaThCS KyphepcKUMH yciayramu (Hanpumep, «[loctraBka Kydapy,
«bemmouta (EMC)», «Kypwepckas cayx6a (CHIK)»). Ilpum cormacum mnoxynatesns
MpaBOHAPYIIUTENb BBICBUIAET B apPEC MOJIb30BATENS CCHUIKY C (DUIIMHIOBOM CTpaHMIIECH
caifta kakoro-a10o BUa JOCTaBKH, T1e npeanaraercs BBectu pekBu3uThl BIIK mis omnater
TOBapa, YCIyT Kypbepa, NaclopTHHIE JaHHbIE, HOMEP MOOUJILHOTO TeleOoHa, a TAKKE KOJ
n3 cmc-coobmenus. Ilocme BBoma maHHONM MHQOpPMALMK TOJIB30BATENI0 OOBIYHO
coobmraercst 00 omubOke MO0 CalT MmepecTaeT 3arpyxarhcs («3aBuUcaeT»). B 3TO Bpems
BCIO BBEJICHHYIO MH(OPMAIMIO BUIUT 3JOYMBIIUIEHHUK U BBOJUT €€ Ha JEHCTBUTEIHHOM




caiiTe OaHka, MoJydas JOCTYI K JIGHEKHBIM CPEJCTBaM IOJb30BATENsl M COBEpINAs UX
xurenue. [IpoBens HeCaHKIMOHUPOBAHHYIO OIEPAIMIO TI0 TIEPEBOAY JIEHEKHBIX CPEJICTB,
OH COOOIIIAaeT MOJIH30BATEII0, YTO M0 TEXHHYECKUM MPUIMHAM HE MOXKET €€ OCYIIIECTBHTb,
Y TIPOCUT TTOBTOPUTH YKa3aHHBIC IEUCTBUS C KAKOW-TO APYTrOM KapTOUKOU (POJCTBEHHUKOB
VI 3HAKOMBIX ).

3. O0MaH _1oTepneBUIero 1oJ_NPeIJoroM OKAa3aHWsl NOMOIIH 0T _HMEHH
0AHKOBCKHMX PA0OTHHMKOB.

Ha MoOwnbHBIH TeneQOH MOTEPHEeBIIET0 TMOCTYNAeT BXOMAUIMN 3BOHOK OT
3JI0yMbIUIeHHUKA. Kak mpaBuito, IIpu 3TOM MOCJIEIHUN IT0JIb3YETCSI CEPBUCOM 110 ITOAMEHY
HOMepa TenedoHa M yKa3blBaeT aOOHEHTCKUM HOMEp, MPUHALICKANINN KaKOMY-JIH00
0aHKy WJIH CXOXHM C HUM, JTUOO HCIONB3YET AJs OCYIIECTBICHUS 3BOHKA MECCEHIDKEp
(marmpumep, Viber), rme y Bb3BIBaroliero a0OHEHTa HWMEETCS SPIBIK C JIOTOTHUIIOM
0aHKOBCKOTO yupexieHus. Jlagee OH NpeacTaBiseTCs COTPYIHUKOM OaHkKa (MOXKET
Ha3BaTh IMOJI30BATEIIS 110 UMEHU U OTYECTBY, a TaKke coo0muTh yacts Homepa BIIK mmbo
nHGOPMAIIMI0O O HEAABHO COBEPIIEHHBIX OIJIaTax). 3JOYMBIIUIEHHUK COOOIIaeT o
MIOJO3PUTENBHBIX ONEPALUAX IO IEPEBOJY JECHEKHBIX CPEICTB B KPYMNHBIX CyMMax Ha
KapT-CYeTa MHOCTPAHHBIX OAaHKOB WU O(DOPMIICHHH KPEIWTOB HA HMMs MOTEPIEBIIETO.
Korma morepneBmunii oTBEYaeTr, 4YTO HHUKAKMX ONEpaliii OH HE IPOU3BOIWUII,
3JIOYMBIIUICHHUK COOOIIAET, YTO YKa3aHHbIE OMNepaluud HeoOXOIuMO 3a0JI0KUPOBAThH, B
CBSI3M C Y€M MPOCUT MOJIB30BATENS HA3BaTh OoTAeabHbIe pekBu3UTHl BITK nm1bo nmacnopTHbie
JaHHbIE U COOOILAET, YTO BBICBUIAET B aJpEC IOJB30BATENSl CMC-COOOIIEHHE C KOJOM,
KOTOpbI HEOOXOJIMMO Ha3BaTh MOCJE 3BYKOBOI'O CUrHana. B 3To Bpems Bce MOIy4YEHHBIE
CBEJICHUS 3JIOYMBIILJICHHUK BBOJWUT Ha caiiTe OaHKa, MOJy4YaeT AOCTYN K JEHEKHBIM
CpeACTBaM TIOJIb30BaTENsl M coBepmaeT wux xuileHue. Creayer MNOMHHTb, YTO
3anpammBaeMas IpecTyTHUKOM HH(pOpMalus COTpyAHUKaM OaHKa HE TpeOyeTcs HU IpH
KaKUX 00CTOSTENHCTBAX M OHU HE OYIyT y3HABaTh O HEH y KIIMEHTA.

4, O0MaH _moTepneBIIero moj NpelioroM NOKYNKH OWJIETOB B KHHO, TeaTp,
OpPOHMPOBAHMS KAJbSIHHDBIX, CAYH H IIP. (TAK Ha3bIBaeMas cCXeMa «KAHTHKHHOY).

Kubepnpectynuuku ¢ ¢peHKOBBIX aKKayHTOB Ha Pa3IHYHBIX CalTaxX, MPEACTaBIASICH
JEBYIIKAMH, 3HAKOMATCS C MYXXYMHAMH U TpeJIaraloT MPOJODKHTH OOIICHUE B
MecceHkepax. g yOeauTeNTbHOCTH OHM HAMpaBIAIOT colOeceqHuKaM Qortorpaduu u
rOJIOCOBBIE COOOIIEHUs, BeayT Oeceapl Mo TeiaedoHy. 3aTeM MOIICHHHKH TMPUCHUIAIOT
(DUMIIMHTOBYIO CCBUIKY Ha CalT, HampuMep, HECYIIECTBYIOIIETO0 KMHOTEaTpa, B KOTOPOM
MpeaiaraloT MpoOBEeCTH Bpems. MyX4MHaM HEOOXOAuMO 3a0pOHHpPOBATH MeCTa M BCE
omnatuth. lloTepneBmme BBOAAT pekBu3uThl cBoux bBIIK, TemM campiM mnpenocrasmnss
MOIIIEHHUKAM TIOJTHBIM KOHTPOJIb HaJ KapT-cyeTaMu. Takum oOpa3oM 3J0YMBIITUICHHUKH
3aBJaJCBaOT JeHbramu. lIpu TmOmbITKE OOpaTUTHCS B CIyXXOy TOAJCPKKH caiTa
oOMaHyThI€ TpaKJaHE CHOBa TMOMAAIOT HAa KUOEPHPECTyMHUKOB, YTO TMPEMSITCTBYET
CBOEBPEMEHHOMY OOpAIICHUIO B MPABOOXPAHUTEIbLHbBIEC OPTaHBbI.

5. O0MaH moTepneBIIEro MojJ MNPeIJoroM NpojjieHusi cpoka jaeicrBus SIM-
KapThL.

Ha Ttenedon mocTymaeT 3BOHOK OT HEHU3BECTHOTO, TIPEACTABIISIONMIETOCS
opuIMANTbHBIM JIMIIOM COTOBOM KOMITAHMM, KOTOpOE€ COOO0IIaeT 00 OKOHYaHHH CpOKa
neiictBuss SIM-xaptel. JIJis ero mpojjieHHss MOIICHHHKH TPOCAT Ha3BaTh KOJ M3 CMC-




COOOIIEeHNs, KOTOPBIA MPUXOAUT Ha Tere@oH. Tak OHU MBITAIOTCA MOMYYUTH JOCTYI B
JIMYHBIN KaOMHET Ha caiiTe onepaTropa CBSI3H, [1OCJIE YEro YCTaHABJIMBAIOT MEepeaapecaliio
Ha KOHTPOJIUPYEMBIN MpECTyITHUKaMU HOoMep. MHora miis BXOKIEHHUS K HUM B JIOBEpHUE
IpeaIararoT NepeuTH MOTEPIIeBIINM 0 (PEHKOBOM CCBIIKE.

6. O0MaH moTepneBLIEro MO _NPeAI0roM OKA3AHUS COAEHCTBUS B MOJYYEHUH
NoChbLIKU HA «beanourey.

[ToTepneBmieMy HaIMPaBISIOTCS COOOIMICHUS O TNPHIICANICH IOCBUIKE, KOTOPYIO
MOYHO TIOJIYYHTh ITOCJIE 3aMOTHEHUS HeoCTaromeld nHdopManm, mepenas mo cepuike. B
peanbHOCTH K€ TIOCHEIHAS SBISETCA (PUINMHTOBOW, a BBOJA JAHHBIX IO3BOJISIET
MOIIIEHHUKAaM MOJIYYHUTh JIOCTYN K KAPT-CUETY U IOXUTUTH JICHbIU.

7. O0MaH noTepneBNIero Mo NPeIOroM 0Ka3aHusl OMOIIH €ro POJACTBEHHUKY
WU 0JIM3KOMY.

Ha MoOwnbHbBIN TeneOH TMOTEPNEBIIETO TMOCTYHNAeT BXOISANIMN 3BOHOK OT
37I0YMBINIJICHHUKA, KOTOPBI COOOIIAET, YTO POJACTBEHHUK JKEPTBHI MOMAJ B HEMPHUSATHYIO
ucrtoputo (Hampumep, oH yuactHuk J[TII, emy rpo3uT TIOpbMa, OH HaXOJIUThCA B
oompamie). Ilocme aToro TpyOky Oeper skoObl Bpad (cliemoBaTellb, MHJIAIHOHED,
MIPOKYpOp) U TOBOPUT, YTO CPOYHO HYKHBI ACHBI'M, YTOOBI OIUIATUTH JOPOTOCTOSILIEE
JEYeHUEe WM JaTh B3ATKY («OTKyHOUThCsA»). B mpouecce auanora mnoTepneBIIMi
OECpPEeKOCIOBHO  BBIMOJHSAET TpeOOBaHMS MOUIEHHUKA: B  HEKOTOPBIX  CIIydasx
ycTaHaBIMBaeT Ha cBoeM Ttenedone muporpammy AnyDesk, RustDesk, ¢ momorsto
KOTOPBIX MOILIEHHUK OTCIEKUBAET U KOHTPOJIHUPYET BCE €ro JECUCTBUSI, BBIBEABIBACT
KOH(pHICHIIUATBHYI0 HH(OPMAIUIO TOCTYIa K 0AHKOBCKOMY CUETY, BBIHYKAA€T 0(DOPMHUTH
U 1epeoOpMUTh KPEOUT JTUOO0 COOOIIaeT, YTO NPUENET Kyphep, KOTOPOMY CIEHyeT
nepeaarh HaJu4Hble ACHbIW. TakuMm o0pa3oM, B pe3yibTaTe MOIIEHHUYECKUX JEHCTBUN
MOTEPIICBIINNA JTUIIACTCS JEHEKHBIX CPEJICTB.

8. O0MaH noTepneBUIEro Mo/ MPeIJ0roM BpeMEeHHOr0 3aMM CTBOBAHMS JICHET.

[Tociie HECAaHKIIMOHUPOBAHHOTO TOCTYIA K CTPAHMIIAM IOJIb30BATENs B COLIMAIIBHBIX
CeTAX 3JOYMBIIUICHHUK pAacChUIAeT OT €ro MMEHW JHUIaM, HaxOoIAUIUMCS B paszeie
«/lpy3bs», coolmieHust ¢ npocb00ii 00 OKa3aHUM MOMOIIH, BBIpAXKAIOIEHCs B MEPEeBOJIE
JEHEKHBIX CPEJCTB, /Ul YEro UCIOJIB3YIOTCS pasnnyHble npeayoru: «[Ipuset, He Mor Obl
Tbl OJOJDKUTH MHE naeHer? OtmaMm uepe3 mapy AHen», «lIpuBer, monoxu, Mmoxkamyucra,
10 pyOuneii Ha TenedoH, 1 otaam», «IlpuBeT, MOKHO s mepeBeqy TeOe Ha KapTy CBOHU
J€HbIY, @ TO Y MEHS 3aKOHYMIICSA CPOK JACUCTBHUS KapThl (UM HE MOJTydaeTcs MepeBecTH Ha
cBO10)?». Jlajiee NpeCTyNHUK BXOJWUT B JIOBEPUE K HEPABHOAYLIHBIM IOJIB30BATEISIM U
AKOOBI IS TIEpeBOJia ACHEXKHBIX CPEICTB MPOCUT cooOmuTh pekBu3uThl BIIK u xoapr u3
cMmc-coobOmennii. [lonmb3oBaTenb, BBENEHHBI B 3a0MyXJI€HHE OTHOCUTEIHHO JIHIIA,
OCYLIECTBUBILIEIO YKa3aHHYIO pacCChUIKY, HE JOTraJiaBIIMWC O TNPECTyHHOCTH €ro
HaMEpPEHUH, COOOIIAET 3anpaliuBacMble CBEIECHUS, BBUAY YETO 3JI0YMBIIIJIEHHUK MOTyYaeT
JOCTYIl K JICHE)KHBIM CpEICTBAM JKEPTBBI M coBepliaer ux xwuiueHue. IIposens
HECaHKIIMOHUPOBAHHYIO OMEPaIUIO [0 NePEeBOAY JECHEKHBIX CPEICTB, TO €CTh (PAKTUUECKH
y’)K€ TOXUTHB JECHBIM C OJHOW KapThl, 3JIOYMBIIIJIEHHHK YacTO cOOOHIaeT, 4YTO IO
TEXHUYECKUM IPUYMHAM HE MOXKET OCYILIECTBUTHh OIECPALUI0 U IPOCUT IOBTOPUTH
yKa3aHHbIe IEHCTBUS C KaKON-TuOO Apyroil kapToukod (pOJACTBEHHUKOB WM 3HAKOMBIX),
YTOOBI NPOAOJIKUTE XULIEHHS C APYTUX OAHKOBCKHUX CUETOB.




Bce mpuBeneHHble TpUMeEpbl MOKA3bIBAIOT, YTO MOIIEHHUKU HCHOJB3YIOT (haKTop
HEOXXKMJIAaHHOCTU U CO3JAI0T IS KEPTBbl MAKCHUMAJIbHO HEYJIOOHbBIE, OIpaHUYCHHBIE MO
BPEMEHHU YCJOBHS AJi1 aHanu3a mnpoucxojsmiero. O0eiuHo ux uHTepecyer Homep BIIK,
JIOTUH U Mapojb OT KabUHEeTa MoIb30BaTeNsl, KOJbl U3 CMC-COOOIIEHUSI.

Jiis Toro 4roObl 00e30nacuThL cedsl M CBOM JIeHE:KHbIe CpPeACcTBa, HE00X0AUMO
€00JII0IATH CJAeNVIONIHE NPABUJIA:

HE pasrJiamarh JOTUHBI, HoMepa TenedoHoB, napoiu, [IMH-koawl, pekBusuthl BIIK,
pacuetHbix cueroB, cekperHbic (CVC/CVV-koapl, gaHHBIE KacaTelIbHO IMOCICAHHUX
IJIaTeXKeN U CpoKa AeUCTBUS INTACTUKOBBIX KAPTOUYEK TPETHUM JIUIAM;

NOJIKIIIOYUTh U UCIOJB30BaTh TexHonoruo «3D Secure», kotopasi obecrieyuBaeT
0e30MacHOCTh IJaTexed B ceTu VIHTepHeT, Mo3BOJsIeT OJAHO3HAYHO WIACHTU(DUIMPOBATH
MO/JTMHHOCTH JIepXKaTeNsi KapThl, OCYIIECTBIISIFOIIETO ONEpauio, 1 MaKCUMaIbHO CHU3UTD
puck MoureHHuyectBa. lIpu wucnosp3oBaHum 3TOM  TexHonoruu Aepxkarenb bBIIK
MOATBEPKIAET KaXKIYI0 ONEpalri0 MO CBOEW KapTOYKE CIELUUAIbHBIM CEaHCOBBIM
MapoJieM, KOTOPBIN OH MOJy4aeT B BUJE CMC-COOOIICHHS Ha CBOM MOOMIBHBIN Telle(oH;

UCKJIIOYHUTh Tepefadyy IOCTOPOHHUM JIMIIaM TOJYYEHHBIX B CMC-COOOIICHUSAX
CEaHCOBBIX MapoJIe I MOATBEPKIECHUS ornepaluii, a Takxke cBoux bIIK, kakum Obl TO HU
OBLIO CITOCOOOM;

BBOAWTH CEKPETHbIE NaHHbIE TOJBKO Ha calTax, 3allMIIEHHBIX cepTuduxkaramu
Oe3omacHOCTH W MexaHu3MamHu ImdpoBaHus. J[OMEHHbIE WMEHa J3THUX PECYpCcOB B
aJIpEeCHOM CTPOKE Ka)x1oro Opaysepa HaunHaiotcs ¢ https://, a me http://;

MPOU3BOAUTH PETYJISAPHBIM MOHHUTOPHHI BBIOJTHEHHBIX OMEpAldi, HCIONb3Ys
pazzien ¢ UCTOpUEH MIaTeXel, KOHTPOJIUPOBATh CBOU CIIMCAHUS;

UCIIOJIb30BaTh JOTIOJTHUTEIIbHBIN YPOBEHb 0e30macHOCTH (cuctembl
MHOTOYpPOBHEBOW ayTEeHTU(PHUKAIIUU, CMC-UH(OPMHUPOBAHKE O PACXOIHBIX OTIEPALIHSIX);

noo0paTh CIOXKHBIM Mapoiib, UCHOJB3Ysl HaOOp nudp, 3arjJaBHBIX W CTPOYHBIX
OyKB, KOTOPBII OyJIeT MOHSATEH JIHUIIb BIaJACTbIly akkayHTa. I3MeHsATh mapoiib Kaxabie 2-4
HEJICNIU, €CJHM TOJb3YyeTeCh YY>KHUMH KOMIBIOTEpaMHU i BXOJAa B CHCTEMY HWHTEpHET-
OaHKHHTA;

HE TPUMEHATh ABTOMATHYECKOE 3allOMHHAHME Tapojied B Opaysepe, eciu K
MEPCOHAILHOMY KOMIIBIOTEPY OTKPBIT JOCTYI MOCTOPOHHHUM JIMIIAM WJIM €CIIU JIJIS BXOJa
Ha CalT UCTOJb3YETCsl KOMITBIOTEP OOIIEro J0CTyNa;

yCTaHABIUBATh AHTUBUPYCHYIO 3alUTy, CBOCBPEMEHHO OOHOBIIsAA 0a3bl TaHHBIX
BHUPYCOB U HITTUOHCKUX YTHUJINT;

npussizath Kk MAC wnu IP-agpecy BXona B JMUYHBIM KaOWHET Ha caliTe MHTEPHET-
OaHKHHTA;

He BeIknanaeBath portorpaduio BIIK B cetb MHTEpHET, NOCKOIBKY MMEIOIIMXCS Ha
M300pKEHUHU CBEACHUM MOXKET OBbITh JOCTAaTOYHO JJisi COBEPIICHMSI Omepauuid ¢
MCIIOJIb30BAaHUEM ITHUX JaHHBIX O€3 BE€OMa BIIaJIeNblla.




